
Find the right Corelan course for you:

System Architecture

Memory Management & Windows internals

Processes, Registers, Assembly

Introduction to WinDBG(X)

Stack

Saved Return Pointer overwrites

Structured Exception Handling

Bad Characters

Egg hunters

Metasploit modules

Bypassing ASLR

Bypassing DEP (ROP), ROP Decoding

BONUS: UNICODE buffers

WinDBG(X)

Heap Spraying

Heap Management & Manipulation (Win7/Win10/Win11)

Heap Memory Corruptions & Exploitation

Memory / Information Leaks

Intro to x64 exploitation                                                 (stack)             (heap)

+  F R E E  P O S T - C L A S S  S U P P O R T

Stack
Expert-level stack exploitation

Heap
Heap Exploitation Masterclass

Copyright Corelan Consulting bv. © All Rights Reserved. Corelan is a registered trademark.  The course contents listed on this page are indicative and based on an average of 30 
hours of class. Although there is a clear intention to cover as much as possible during class, the actual content depends on duration of the class and the ability of the students to 
absorb & process new knowledge.
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Corelan Stack + Heap = LEAST EXPENSIVE in-person class combination 
to learn Userland exploit development for Windows

Real classes, real skills. No handholding, no scripts. You’ll know “how” AND “why”

N o  d e a d l i n e s ,  n o  s u b s c r i p t i o n ,  n o  f e e s .
L e a r n  a t  y o u r  o w n  p a c e  a f t e r  c l a s s  h a s  e n d e d .


